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The processing industry is increasingly adopting a standards-based approach to alarm management to 

increase focus on actionable items and avoid alarm flooding that can lead to lost production and serious 

accidents

In process automation, an alarm is defined as an audible and/or visible means of indicating to the operator 

an equipment malfunction, process deviation, or abnormal condition requiring an operator response. But 

how many of today’s current alarms meet this definition? Not many, according to Robert M. Ard​, Director, 

Applications Engineering at Owings Mills, Maryland- based NovaTech Automation, Process Division, a com-

pany with extensive expertise in batch process automation.

“Is the alarm system a useful tool, or a nuisance and a distraction?” asks Ard. “When there are too many 

alarms, too many notifications, operators begin to tune them out.”

Unfortunately, poorly performing alarm systems remain contributing factors in major accidents. Poorly de-

signed and maintained alarm management systems can overwhelm operators with chattering and nuisance 

alarms under normal conditions, and debilitating alarm floods when abnormal states emerge. When this 

occurs, it can be difficult for operators to ascertain and act on the most critical alarms, contributing to ab

An Alarming Trend in Process Control Systems
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normal situations, lost production, and even serious 

accidents.

“If you read reports about industrial accidents that 

were blamed on alarm systems, quite often it is de-

scribed as the operator had [many] alarms coming 

in every minute and the one [critical] alarm that 

really required attention was buried under all the 

others,” says Ard. 

Part of the challenge has been establishing stan-

dardized good alarm management practices 

throughout the industry. However, with organiza-

tions like ANSI (American National Standards Insti-

tute) and ISA (International Society of Automation) 

releasing updated guidelines in recent years, along 

with leading process automation companies incor-

porating more of a standards-based approach to 

application development, the focus is increasingly 

on differentiating alarms that require immediate 

attention from less urgent notifications, alerts, and 

messaging.

ANSI/ISA 18.2 Standards – Definition of Alarm

The ANSI/ISA 18.2 Standard addresses the entire life 

cycle of alarm management from design and config-

uration through performance monitoring, auditing, 

and enforcing for the life of the control application. 

According to the standard, alarms should be re-

served for those events that require an operator re-

sponse. In other words, if the event does not require 

that an operator act, it should not trigger an alarm. 

Alarms should not be used to inform the production 

staff of normal events. 

“When ISA 18.2 came out, one of the key features 

that had the biggest impact was their definition of 

‘what is an alarm?’” explains Ard. “Basically, what the 

ISA committee determined was that an alarm should 

only be used if it requires an operator’s response. 

And that is probably the number one thing that 

most processing plants violate. They use alarms for 

all kinds of notifications, alerts, and reminders.”

In fact, many engineers essentially design their con-

trol system around response to alarms, instead of 

letting the control system function as it should. 

“My question is, why is the control system relying 

on the operator to [function]? The control system 

should be handling that,” says Ard. “Rather than 

create an alarm and rely on the operator to make an 

adjustment, if it is possible for the control system to 

make that adjustment, we automate that procedure. 

That eliminates the generation of the alarm, and the 

operator doesn’t have to do anything.”

Prioritizing Alarms

According to Ard, NovaTech’s D/3 Distributed Con-

trol System (DCS) is designed to meet or exceed the 

requirements outlined in the ISA-18.2, albeit with 

slightly different terminology.

In NovaTech’s D/3 System, alarms are limited to 

loop tags, or External Point Name (EPN) events. EPN 

alarms set on-screen indicators to flash and sound 

an audible indicator. A “silence” key is available to 

silence the audible indication without acknowledging 

the alarm. 

The S18.2 standard also outlines “alarm priority” 

based on the severity of the alarm. The D/3 System 

supports two alarm priorities, critical and non-crit-

ical. However, NovaTech goes a step further by 

assigning a priority number from 0 to 99 to further 

sort alarms in the alarm summary display. 

The S18.2 standard also allows for the prioritization 

of alarms based on classification, which is a group-

ing of alarms associated with specific equipment, 

locations, or alarm purpose. The D/3 System assigns 
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“categories” to each EPN, which meets the intent of 

alarm classification. The wording of the S18.2 stan-

dard suggests that individual alarms can be assigned 

more than one classification, if appropriate.

Dynamic Alarming

On the D/3 System, the alarm priority and alarm 

category (classification) can also be dynamically 

changed to meet specific process conditions. Dy-

namic alarming is defined as the automated altering 

of alarm setpoints, priorities, and suppression based 

on the current process state.

Without dynamic alarming, for example, an alarm 

flood can occur during normal equipment shut 

down. However, most of those alarms are irrelevant 

to the operator in that situation and obscure more 

important alarms from the rest of the process.

Ard gives the example of a low-pressure indication 

alarm in a batch reactor. If there is no current reac-

tion running the reactor, a low-pressure alarm may 

not mean much. However, if there is activity in the 

reactor, then a low-pressure alarm is very significant. 

With dynamic alarm management, the low-pressure 

alarm can be disabled if nothing is happening in the 

reactor. 

NovaTech approaches dynamic alarming based on 

the current “state” of the equipment. 

When brewing beer, for example, the first steps 

occur in a mash mixer, where various types of milled 

grains are soaked in warm water. The empty vessel 

begins in an “empty and ready” state. As the recipe 

amount of water, enzymes, and other ingredients 

are loaded, the state changes to “foundation water.” 

Once the water reaches a precise temperature, vari
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ous milled grains are added and sparged with some 

additional water, in the “grain and sparge” state.

“As we transition from each ‘state’ to the next, we 

can enable and disable alarms, change alarm limits, 

and even assign new alarm categories and prioritiza-

tion based on the current process conditions,” says 

Ard.

Non-Alarm Messages

For all other notifications such as alerts, prompts, 

and notices that do not meet the definition of an 

alarm, NovaTech utilizes its proprietary SABL (Se-

quential and Batch Language) program to post 

messages to the operator console, HMI, and/or the 

alarm history file.

There are five types of messages generated by the 

D/3 System: system messages generated by various 

tasks that identify the health and status of various 

components and their subsystems; operator log-

ger messages to record process changes made by 

operators,  including changes to setpoints, outputs, 

tuning parameters and alarm acknowledgement.; 

process alarm messages when an EPN exceeds a 

predefined alarm limit; SABL programs can print 

batch and debug information into the Alarm History 

Files and Batch History Files; SABL programs can 

query operators at their consoles to request infor-

mation or confirmation.

“Some people refer to messages sent by a SABL 

program as an ‘alarm,’ but they do not meet the defi-

nition of the ISA 18.2 standard for alarms, we do not 

assign priorities to them, and they are not acknowl-

edgeable,” says Ard. 

Keeping the Process Under Control

Of course, alarm management is just one aspect of a 

larger overall process control philosophy that 
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begins with robust, predictable control under all 

process conditions. Properly conceived and exe-

cuted, alarm management contributes to operator 

effectiveness and performance, and is essential to 

efficient operations.

“If you keep the process under control [with a 

properly designed DCS], you really don’t generate 

that many alarms,” says Ard. “The goal is to focus 

on actual operator actionable alarms, per the 

definition outlined in the ISA 18.2 Standard, and 

leave the rest to the control system to handle on 

its own.” 

For more information, visit the NovaTech Automa-

tion website, www.novatechautomation.com or 

call (844) 668-2832.

www.novatechautomation.com    •
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Industrial Safety: Preventing Slips 
and Falls Virtually Everywhere

A new type of durable safety coating is increasing traction and reducing maintenance on floors, loading docks, 
platforms, ramps, walkways, and truck trailers

Industrial manufacturing, warehouse, and distribution centers can have hundreds of thousands of square 
feet of production and storage space that is prone to dangerous slips, trips, and falls. The risk is heightened 
when surfaces are wet from cleaning, spills are present, and personnel are busy with work tasks. Cold stor-
age can be slippery due to condensation or ice melt. Other areas can be also susceptible to slip and fall risk 
when subject to wet weather outdoors.

According to The National Institute for Occupational Safety and Health (NIOSH)’s Traumatic Occupational 
Injuries Fast Facts webpage, the “most recent traumatic injury data show [that] 27% of the 888,220 nonfatal 
work injuries resulting in days away from work in 2019 were related to slips, trips, and falls.”

Slips result from a loss of balance caused by too little friction between people’s feet and the surface they 
walk or work on. Loss of traction is the leading cause of workplace slips. Although conventional non-slip 
coatings have been used to improve traction, these tend to wear quickly and need to be reapplied often at 
considerable expense.
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Fortunately, a new category of durable, high-tech, all 
epoxy coating is dramatically increasing traction and 
improving safety in a wide range of slip and fall prone 
areas such as production floors, warehouse space, 
loading docks, platforms, ramps, walkways, emergen-
cy staircases, stair landings, and ladders. Beyond this, 
due to the extra traction the non-slip coating pro-
vides, it is not only being used to improve personnel 
footing on truck trailers but also to stabilize the heavy 
trailer loads.

This new type of coating is designed to last years even 
in areas heavily travelled on foot, which reduces the 
need for maintenance and replacement. The coating 
type can be quickly and easily applied by facility per-
sonnel, minimizing cost and facility disruption.

Problematic Short-Term, Non-Skid Coatings
Improving the traction of workplace walking surfac-
es to increase safety is not a new concept. However, 
traditional options quickly become compromised in 
industrial settings. 

When companies apply conventional non-skid coat-
ings to these surfaces, aggregate is usually mixed in 
or sprinkled on top in an attempt to embed it in the 
coating to enhance traction. The challenge is that the 
aggregate quickly pulls loose from most coatings, 
impairing traction, for a couple of reasons. 

When aggregate is mixed into the coating, a problem 
emerges with low viscosity, non-skid products.
“The coating thickness has to be substantial enough 
to hold the aggregate, the non-slip material, in sus-
pension. However, most conventional coatings cannot 
keep the aggregate in suspension. With low-viscosity 
coatings containing a low percentage of epoxy, the 
aggregate falls to the bottom of the bucket during 
mixing, so you are essentially forced to apply it on 
top,” says Bob Finkenaur, owner of a Veteran Owned 
Small Business, who has years of experience provid-
ing high-value formulated products and solutions to a 
wide variety of professional and consumer markets.

http://clickmetertracking.com/Levelizer
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“Most conventional non-skid coatings also shrink 
considerably after application due to water or solvent 
evaporation. Often, when the coating dries or cures, 
its thickness is only about half [the thickness] of when 
it was wet. The relative thinness of the coating is an-
other reason that any embedded aggregate is prone 
to fall out, reducing traction,” he adds. 

Consequently, a new coating with additional aggre-
gate must be reapplied frequently, and internal safety 
standards may only be met only a fraction of the 
desired time.

Long-Term Prevention of Industrial Slips and Falls
As a solution, to improve traction and prevent slips 
and falls for the long-term in various industrial set-
tings, innovators have developed a new category of 
extremely durable, all epoxy coatings designed to 
embed aggregate in the coating for years. The ap-
proach facilitates meeting internal safety standards 
and virtually eliminates the need for non-skid coating 
reapplication, reducing maintenance cost.

For example, the non-skid coating Form-A-Tread® SL 
(Self Leveling) by Form-A-Tread Company is a com-
bination of a low-to-medium viscosity epoxy binder 
consisting of 100% solids and a specialized aggregate 
broadcast on top. The coating can be used in a variety 
of manufacturing or storage environments on con-
crete, asphalt, metal diamond plate, wood, and other 
porous and non-porous substrates. The formulation 
along with its topically applied aggregate is designed 
for indoor and outdoor use and can last for years 
even when exposed to sunlight, chemicals, weather, 
and temperature extremes.

The patented coating provides a very durable, slip-re-
sistant surface on industrial flooring, walkways, 
ramps, and other large areas with high pedestrian or 
vehicle traffic. The coating is easy to mix and apply by 
hand. Installation is fast and the surface is typically 
ready for use within hours. The coating has already 
been utilized by some giants of industry.

http://clickmetertracking.com/bucrope1
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In the case of Consolidated Edison, Inc., one of the 
nation’s largest investor-owned energy-delivery compa-
nies, the company’s EH&S team proactively sought to 
reduce the risk of slip and fall incidents across multiple 
locations, as well as address an issue with shifting cargo 
loads while transporting equipment and supplies.

According to Richard Stewart, a Con Edison EH&S man-
ager supporting Shared Services organizations, Con 
Edison has used the Form-A-Tread SL coating on a wide 
variety of surfaces and applications. This has included 
many high traffic areas such as a receiving warehouse in 
Astoria; stairways in the Bronx; walkway ramps and dock 
loading ramps in Staten Island; and even plastic bumpers 
on utility vans that can become quite slick when wet.

The innovative use to secure tractor-trailer loads would 
also win the team that worked on this initiative a Con 
Edison 2021 Con Edison EH&S Team Award. This recog-
nized the team’s extraordinary contribution to ensuring 
a safe workplace, achieving operational excellence, and 
improving how tractor-trailer loads are secured.
“When we got feedback from all the groups involved, 
they were impressed how the coating solved two issues 
at once,” says Stewart. “The drivers loved it because even 
on rainy, windy days the coating improved safety by pro-
viding sufficient traction and footing [on the aluminum 
trailer beds]. The improved traction also helped ensure 
large cargo would not shift on the trailer during trans-
port.”

For his involvement with the project, Stewart was part of 
the team recognized in a Con Edison news article, and 
the project won Con Edison’s EH&S Sustainability Award. 

He notes that as an EH&S Manager he often responds to 
issues with a solution or recommendation to help elimi-
nate similar hazards across multiple locations.

“Working with a durable non-slip coating that can be 
applied to a variety of materials such as metal, concrete, 
asphalt, and wood, allows us to use the same solution 
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to resolve many different issues,” 
concludes Stewart. “It is a very 
customizable product so wherever 
there is a need, we can use it. It 
gives us a lot of options.”

As industrial facilities seek to pre-
vent slip and fall hazards across 
a greater range of workplace 
walking surfaces, implementing 
durable, non-skid, all epoxy coat-
ings will effectively enhance safety 
for the long-term. Since the option 
is designed to withstand high foot 
traffic in many settings, it will also 
significantly reduce maintenance 
and replacement costs.

For more information: call 610-994-
2138; email info@rgfmaterials.com; 
visit:  
www.form-a-tread.com    •
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